[Tpunoxenue Ne 5 k muceMy
MHUHOOpa3zoBaHus PocToBckoii o0macTi
oT Ne

NHOOPMAILIMOHHAA [TAMATKA
JUIA OBYUAIOIINXCA AJIA PASMEILEHUA
HA OOPUIIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM TOJOM MOJIOACKM B HHTEPHETE CTAHOBUTHCSA Oouiblie, a
IIKOJIbHUKU OJHU M3 CaMbIX AaKTUMBHBIX MHoOJib30oBaTened Pynera. Mexny tew,
MOMUMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEW, MHTEPHET HECET U MPOOJIEMBI.
DTa naMmsTKa A0JHKHA MOMOYb TeOe 6€30MacHO HaXOAUTHCS B CETH.

KomneroTepHbie BUPYChI

KoMmbroTepHslid BUPYC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX IMPOTpamM,
OTJINYUTENBHOU OCOOEHHOCTBIO KOTOPOM SIBIISIETCS CIOCOOHOCTh K PA3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WU MOJHOCTHIO YHUUTOXKUTh
Bce (haiiyibl U JaHHBIE, TOJIKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylIeHa 3apa)kK€HHas MporpamMma, a TakXe NOBPEIHUTh WM JaXe YHUUYTOKUTH
OIEpPAIlMOHHYIO0 CHUCTEMY CO BceMHu (ailiamu B 1esnoM. B O6osbIIMHCTBE cilyyaes
PacIpoCTPaHSIOTCS BUPYCHI UEPE3 HHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX TPOTPaMM:

1. Hcnone3yii COBPEMEHHBIE OIIEPALlMOHHBIE CHUCTEMBI, HMEIOIINE
CEpbE3HBII YPOBEHB 3aIUThI OT BPEAOHOCHBIX TPOrpamm;

2. IlocrossHHO ycTaHaBiuBail madtd (UU(pOBBIE 3aIUIATKH, KOTOpBIE
ABTOMATUYECKM YCTAHABJIMBAIOTCA C LENIbI0 JOPAOOTKH MPOTrpaMMbl) U JIpYyrue
OOHOBJICHHS CBOEH omepanoHHOM cuctembl. CkauumBail HX TOJBKO €
opummansHOorO  caiita paszpaborumka OC. Ecmum  cymiecTByeT  pexum
aBTOMATUYECKOTO OOHOBIICHUS, BKJIIOUH €T0;

3. PaGoraii Ha CBOEM KOMIBIOTEpPE IIOJ IpaBaMu MOJb30BATENs, a HE
aJIMUHHCTpAaTopa. OTO HE IMO3BOJMUT OOJIBLIIMHCTBY BPEJOHOCHBIX IPOrpaMm
MHCTaJUIAPOBATHCSA HA TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

4. cnonp3yil  aHTUBHPYCHBIE IIPOTPAMMHBIE  INPOMYKTBI  M3BECTHBIX
IPOU3BOJUTEINIEH, C aBTOMAaTHUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub pU3NUECKUN JOCTYH K KOMIBIOTEPY JIJIsl HIOCTOPOHHMX JIULL;

6. Mcnonp3yil BHELIHUE HOCUTENM MH(POpPMAIMM, TaKHe Kak (uenka, AUCK
win (paiin U3 UHTEpHETA, TOJIBKO U3 MTPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMObIOTEpHBbIE (Halijibl, MOJyUYEHHBIE M3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te ¢aiinbl, KOTOpbIe MpUcIall TBOM 3HAKOMBIN. Jlyurie yrounu
y HET0, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BUJ nepenaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpeH I,
Mapka. Eme B 1991 rony HuaepiaHjckas KOMIAHUS 3aperucTpupoBajia OpeH.
«WECA», uto o0o3nauasio cnoBocouetanue «Wireless Fidelity», koTopsrit
NEPEBOIUTCS KaK «O0eCIIPOBOAHASI TOUHOCTH).



Jlo Hamrero BpeMeHH JI0IUIa apyras abOpeBuarypa, KOTopas sSBISIETCS TaKOU
)Ke TexHojoruer. Iro abopeBuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiciied 3BykoBoi TexHuku Hi-Fi, uro B mnepeBoje
03HAYaeT «BbICOKAS TOYHOCTHY.

Ja, OecryaTHBIM MHTEPHET-A0CTYN B Kade, OTesIX U adporopTax SBISETCS
OTJINYHOW BO3MOKHOCTBIO BbIXOJIa B MHTEepHET. HO MHOTHE 3KCIepThl CUMTAIOT,
yTo o0menoctynHsie Wi-Fi ceTu He SBIst0TCS 6€30MaCHBIMU.

CoeTbl 110 0€30nmacHOCTH pabOTHI B 00IIETOCTYIHBIX ceTsax Wi-fi:

1. He mepenasaii cBoto nuunyro uHbopmaruio yepe3 odmenoctynubie Wi-Fi
cetu. PaboTast B HUX, XKeIaTeIbHO HE BBOJUTH MAPOJIH JOCTYINA, JOTUHBI U KaKHe-
TO HOMEPA;

2. Ucnionb3yit 1 OOHOBIISIE aHTUBUPYCHBIE POTPaMMBI U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s OT 3aKaUYKH BUPYCa Ha TBOE YCTPOMCTBRO;

3. Ilpu ucnonb3zoBanun Wi-Fi oTtkmoun ¢yHkumio «OOmui goctyn K
daiiniam u mnpuHTepam». [laHHas (QYHKIUS 3aKpbiTa MO YMOJIYAHHUIO, OJHAKO
HEKOTOpBIE MOJIb30BAaTENIM aKTUBUPYIOT €€ JJIsl y100CTBa UCIOJIb30BaHUs B paboTe
uiu yueoe;

4. He wucnonw3yih nyOnuunbii WI-FI nans nepegaun JMYHBIX JaHHBIX,
HarpuMep, JJIsl BBIX0JIa B COLMAIBHBIE CETH WJIM B DJICKTPOHHYIO MOYTY;

5. Ucnonb3y# TosibKO 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone otkimoun pynkmuio "llogxmouenue xk Wi-Fi
aproMarnuecku". He momyckail aBTOMAaTHMYECKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormacusi.

CounasibHbie CETH

ConunanbHble CETH aKTUBHO BXOJST B HAIIly )KU3Hb, MHOTHE JIIOJU paboTatoT
W KUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apernucTpupoBaH MIULTHAPT YETOBEK,
YTO SIBJISIETCS OJTHOW CEABMOW BCEX JKUTEINCH MIaHeTbl. MHOTME MOJIb30BATENN HE
MOHUMAIOT, YTO MH(OpMaIMs, pa3MelieHHAass UMU B COIMAJBHBIX CETAX, MOXKET
ObITh HalJileHa W WCIOJIb30BaHA KEM YTOJHO, B TOM YHCJIE HE 00S3aTEIbHO C
OJIaruMU HaMEpPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MMACHOCTH B COITUATBHBIX CETSIX:

1. Orpannub crnucok aApy3eid. Y TeOS B Jpy3bsixX HE JOJDKHO OBIThH
CIIy4ailHBIX U HE3HAKOMBIX JIIO/ICH;

2. 3anmmail cBOIO YacTHYH u3Hb. He ykaspiBail maposu, TenedoHsl,
ajpeca, JaTy TBOEro PpOXICGHUS M JIPYyryl0 JHUYHYIO  HHGOpPMAIHIO.
3710yMBIIIIEHHUKHA MOTYT MCIIOIb30BaTh Jaxe MH(GOPMAIIMIO O TOM, KaK Thl U TBOU
POAUTENN TIIIAHUPYETE TPOBECTH KAHUKYIIBL;

3. 3ammmiail cCBOIO penyTaluio - JEpKU €€ B YUCTOTE M 3ajaBail cebe
BOIIPOC: XOTEN ObI ThI, YTOOBI APYTHE MOJIB30BATEIM BUACIIH, YTO ThI 3arpy’Kaeiib?
[Toxymaii, mpeskie 4eM 9TO-TO OMyOJIMKOBATh, HANMCATH U 3aTrPY3HUTh;

4. Ecnu ThI TOBOPHILB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peaNbHOE MMS U JIPYTYIO JUYHYIO WH(OpPMAIUU: UMsI, MECTO JKHTEIIbCTBA, MECTO
y4eObl U IpoYee;



5. U3beraii pazmemenus pororpaduii B IaTEpHETE, T/I€ THI N300paKEH HA
MECTHOCTH, 10 KOTOPO MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpanum B COLMAIBHONM CETH HEOOXOJUMO MCIOJIb30BATh
CJIOKHBIE TIAPOJIU, COCTOSAIIME U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE
8;

7. Ans  commanbHOM CE€TH, TOYTBI W JPYTHMX CaWTOB HEOOXOJIUMO
UCITIOJIb30BaTh pa3Hble mapoiu. Toraa eciau Teds B3IOMAIOT, TO 3JI0YMBIIIICHHUKA
NOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIC ICHBI'U

DJEeKTpPOHHBIE JEHBIU - 3TO OYEeHb YAOOHBIA CHOCOO IaTeKel, OJHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH ACHBIH.

DNEKTPOHHBIE IEHBIM MOSIBUIIMCH COBCEM HEJIABHO U MMEHHO M3-3a 3TOTO BO
MHOTUX FOCyAapCTBax J0 CUX MOP HE NPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu ke oHM (YHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, I/Ie
UX Pa3JesioT HAa HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHHMMHbIE. Pa3zHuia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs NPOBOAUTH ONepauu 6e3
UJEHTU(UKAIIMH [TOJIb30BATENs], @ B HEAHOHUMHBIX UJICHTU(DHUKALMS MOJIb30BaTENs
SBIIAETCS 0053aTENBLHOM.

Takxxe crnenyer pas3nuyaTh DSJIEKTPOHHbIE (uaTHble JA€HBIU (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M JJICKTPOHHBIE He(uaTHbIE JCHbIU (HE PaBHBI
roCyJapCTBEHHBIM BATIOTaM).

OcHoOBHBIE COBETHI 110 0€30MacHON PaboTe C NEKTPOHHBIMH JICHbIAMU:

1. IlpuBsku K cueTy MOOWIBHBIA TenePoH. DTO caMblii yAOOHBIN H
OBICTPBIM cHOcO0 BOCCTAHOBUTH JOCTYHn K cuery. [lpuBs3anHblii TenedoH
MIOMOJKET, €Ciu 3a0y/ellb CBOM IUIATeXKHBIM Mapojb WM 3aiJiellb Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonb3yil omHoOpa3oBble maponu. llocne mnepexoma Ha yCHUIICHHYIO
aBTOpU3aLMI0 TeOe yke He OyneT yrpokaTh OMACHOCTh KPakKH WJIM IepexBaTa
IJIaTEKHOTO MapOJIs;

3. Beibepu cnoxsbiii mapons. [Ipectynmuukam OyneT HE HPOCTO yrajaaTh
CJIOKHBIN naposib. HasiesxHple maposiu - 3T0 MapoJid, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B ce0s CTpOUYHbIE U MPOIMHUCHBIE OYKBBI, HUGPBHI H
HECKOJIbKO CMBOJIOB, TaKW€ KaK 3HaK Jojuiapa, GyHTa, BOCKIUIATENbHBIN 3HAK U
T.11. Harmpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIC HA CalTaX, KOTOPHIM HE JTOBEPSIECIIb.

DJIEKTpOHHAs 1TOYTa

DJIEKTPOHHAS IOYTa - 3TO TEXHOJOTHUS U MPEIOCTABIIIEMBIE €0 YCIYTH IO
MEPECHUIKE U MOJYUYEHHUIO JIEKTPOHHBIX COOOIEHUN, KOTOPBIE pacIpeesoTCs B
KOMITbIOTEPHOU ceTH. (OOBIYHO SJEKTPOHHBIA TOYTOBBIM SAIIMK  BBITJISJIAT
CIIEYIOIMM 00pa3oM: UMs_TIONIb30BaTeNA(@WUMs_JoMeHa. Taxke KpoMme nepeaadn
IPOCTOTO TEKCTa, IMEETCS BO3MOKHOCTD TepeaBaTh (pailiibl.

OcHOBHBIE COBETHI TT0 0€30MacHON PaboTe C MEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh mNpaBWIbHBIM MOYTOBBIM cepBuc. B wuHTEepHETE ecTh
OTPOMHBIN BBIOOP OECTUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE IOBEPSATH TEM,
KOT'O 3HACIlIb U KTO MEPBbINA B PEUTHUHTE;



2. He yka3biBail B TMUHOM mouTe TUYHYI0 HHpopManuio. Hampumep, mydie
BBIOpaTh «MY3bIKAJIbHBIA (haHaT@» uimm «pok2013» BMecTo «Temal3y;

3. Mcnonb3yil ABYX3TalHYK0 aBTOPHU3ALHI0. DTO KOrJa IMOMHUMO MapoJs
HY>KHO BBOJUTH KO/JI, TPUChUIAaEMbIN 10 SMS;

4. Be16epu CJI0KHBIN TTaposib. J[J1s1 KaXX10r0 MOYTOBOTO SIIIMKA JOJKEH OBITh
CBOM HAJEKHbBIN, yCTOWYUBBIN K B3JIOMY I1apOJib;

5. Ecau ecth BO3MOXHOCTH HANMcaThb CamMOMY CBOM JIMYHBIA BOIPOC,
WCIIOJIb3YH 3TY BO3MOKHOCTB;

6. Ucnonb3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBblid 11l 4acTHOM
MEPEINUCKU C aJpecaramMu, KOTOPhIM Thl JOBEPSEIb. JTO AJIEKTPOHHBIN aapec He
HAJI0 UCTIOIBH30BATh MPU PETUCTPAIIMHN Ha OpyMaxX U CalTax;

7. He oTkpwiBail (aiiiibl U Ipyryue BIOKEHHUS B MHUChbMaX, JMaXe €CIH OHU
MNPUILTA OT TBOUX Jpy3eul. Jlydiie yTouHu y HUX, OTHPABIISUIA JIU OHU TeOe 3TU
Gaiinbl;

8. Ilociie oxkoHuyaHusi pabOTHI Ha MOYTOBOM CEpPBUCE MEpel 3aKpbITUEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BBIATIY.

KubepOymuHT 1iin BUPTYalbHOE U3€BATEIbCTBO

KubepOymmuHr -  mpecienoBaHue  COOOIICHUSIMH,  COJIEpPXKAUTUMU
OCKOpOIeHuUs, arpeccuro, 3aIyTMBaHUE; XyJINTaHCTBO; COLIMAJIbHOE
OOMKOTHUPOBAHUE C MOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Opocaiicsa B 60oii. JIydmmii crmoco6: mocoBeTOBaThCS KaK ceOsl BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHayaje yCHOKOUThCS. Ecimu Thl
HaYyHEIIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJIEHUS, TO TOJBKO emie OoJblie
pa30oAOKeIb KOH(IIHUKT;

2. Ynpansi cBoel KubeppemyTaimei;

3. AHOHUMHOCTh B ceTu MHHUMas. CylleCTBYIOT CIOCOOBI BBISCHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTH XynuraHckuil oOpa3 BHUPTyaJdbHOW >XW3HU. VHTEpHET
(uUKCUpyeT BCE TBOM JEWCTBHUS U COXpaHSIET HUX. YJAIUTh UX Oyner KpaiiHe
3aTPYyIHUTEIBHO;

5. Cobmrozail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. UrHopupyili enuHu4HbIi HeratuB. OaHOpa30BbIE OCKOPOUTEILHBIC
cooOmIeHusT Jy4iie WUrHopupoBatb. OOBIYHO arpeccusi IMpekpamjaeTcss Ha
Ha4yaJbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oO6MeHa MTHOBEHHBIMHU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKMPOBKM OTIPABKH COOOIICHHH C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu ThI cBUneTENb KHMOEpOYyUIMHTa. TBOU NEMCTBUS: BHICTYIUThH MPOTUB
MpeciieioBaTeNsd, MOKa3aTh €My, YTO €ro JCWUCTBUS OLICHUBAIOTCA HETATHUBHO,
MO/JIePKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKAs] IMOMOIb, COOOIINUTH
B3POCIBIM O (haKTe arpeCCUBHOTO TTOBEJICHHS B CETH.

MoobwibHbIH TenedoH

CoBpeMeHHbIe cMapTQOHBI U TJIAHIIETHI COIepKaT B c€0e BIOJIHE B3POCIBIMA
byHKIIMOHAN, W Temepb OHM MOTYT KOHKYpPHpPOBaTb CO CTaIl[MOHAPHBIMU



KoMmnbpioTepamu. OHAKO, CPEACTB 3aALUTHI 7S MOJAOOHBIX YCTPOMCTB MOKA OUYEHb
Mano. TecTHpoBaHME M TIOMCK YSI3BUMOCTEM B HUX IPOUCXOJMT HE Tak
uHTEeHCUBHO, Kak aiis [1K, To sxe camoe kacaeTcst 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yXe MPaKTUYECKH JOTHAJH
HACTOJIbHbIE aHAJIOTH, OJIHAKO pacUIMpeHHe (QYHKIMOHAaNIAa BIIEYET 3a CcOoOoM
OOJIBIIYIO CJI0KHOCTh U MEHBIIYIO 3aIIUIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIIME
KPUTUYECKHE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JJ1s1 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Hudero He siBisieTcs mo-HacrosimeMy OecriaTHBIM. Bylib OCTOpOXeH, Bellb
Korjia Tebe mpeaiaratoT 0eCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUJIATHBIE YCITYTH;

Hymaii, mpexze yem otnpaBuTh SMS, ¢oto wim Buaeo. Thl TOYHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOre?

Heo6xoaumo 0GHOBIISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapThOHa;

Hcnons3yil aHTUBUPYCHBIE TPOrPAMMBI JJIsI MOOUJIBHBIX TEJIE(OHOB;

He 3arpyxaii mpuiokeHusi OT HEU3BECTHOTO MCTOYHUKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEYEHUE;

[locne Toro kak Thl BBIICIIb C CaidTa, I/I€ BBOAWI JUYHYIO MH(POPMALIHIO,
3aiiu B HACTpOIKK Opay3epa U yaainu cookies;

[Tepuoauuecku npoBepsiii, KAKUe MJIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOM HOMEp MOOMJIBHOTO TeleOHa TOJIBKO JIIOASM, KOTOPBIX Thl
3HACIIb U KOMY JOBEpSCIIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOIZIa Thl UM HE MoJib3yeuibcs. He
3a0bIBail MHOT1a IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE  OHJIAMH-UTPBI - 3TO  KPACOYHbIE, 3aXBATHIBAIOIIHE
pa3BiieyeHusl, OOBEAUHSIONINE COTHH ThICSY YEJIOBEK MO Bcemy Mmupy. WUrpoku
UCCIIEAYIOT JaHHBI UM MUp, OOIIAIOTCA IPYT C APYrOM, BBINOJHSIOT 3aaHus,
CPaXalOTCS C MOHCTPAMHM M TOJYYalOT ONBIT. 3a YAOBOJBCTBUE OHM ILJIATAT:
MOKYTAIOT JUCK, OTJIAYUBAIOT A00HEMEHT WJIHM MPHUOOPETAIOT KAKUE-TO OIIIUH.

Bce 31y cpeacTBa uaAyT Ha NOAJAEPKAHUE U PA3BUTHE UI'PBI, & TAKKE HA cCaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBbBIE
natyu (MUQPpPOBbIE 3aMIATKU JJIsl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nonmo6HBIX Wrpax CTOMT omacaThCsi HE CTOJIBKO CBOUX COIEPHHKOB,
CKOJIbKO KpaKl TBOETO IMapoJjs, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpU3ALUU
OOJIBIITMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecu mpyroit urpok BeaeT ceds TUIOXO WM cOo3/1aeT Tebe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyiics aAMHUHUCTPATOpaM WIPbl Ha ILIOXOE€ MOBEAEHUE 3TOrO
UTPOKA, XKENATEIIbHO NPHIOKUTh KAKHE-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii TuuHyt0 HHGOpMAIUIO B Ipodaiiie Urpsol;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;



5. He ycranaBnmmBaii HeopuIManbHbIC TATIYH U MOJIBI;

6. Vcnionb3yii CliokKHBIE U pPa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsi WIphl HE CTOUT OTKJIOYaTh aHTUBUpPYC. [loka T
UTpaelllb, TBOM KOMIIBIOTEP MOTYT 3apPa3UTh.

OUIIMHT WM KpaXka JTUYHBIX JaHHBIX

OOBIYHON KpaXKkell IeHer U TOKYMEHTOB CErOAHS Y»K€ HUKOrO HE yIHUBHIIb,
HO C pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINUICHHUKA TEPEMECTUINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «ITFOOMMBIMY JIETIOM.

Tak mosiBUnach HOBas yrpos3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIUHT,
TJIaBHAsl 11€7b KOTOPOTO COCTOMT B TIONYYCHHHM KOH(MUIEHIIMATbHBIX JTaHHBIX
MOJIb30BATENICH - JIOTUHOB U maposei. Ha anrnmiickom s3eike phishing unrtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE € (HUITUHTOM:

1. Cnegu 3a cBOMM akkKayHTOM. Eciu Thl 1OJ03peBaciiib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ U  COOOIIUTH
aJIMUHUCTpAaTOpam pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnonw3yii 6e30macHbie BeO-CaiiThl, B TOM YKCJI€, THTEPHET-Mara3uHoB 1
MOUCKOBBIX CUCTEM;

3. Mcnonb3yil clOoXKHBIE W pa3Hble Napojid. Takum o0pa3zoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBILUIEHHUKHA MOJy4aT JOCTYI TOJbKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnmu T1e0s B3jOMalid, TO HEOOXOJAMMO MPEAYNPEAUTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIE 100aBJIEHbI Y T€OS B IPY3bAX, O TOM, YTO Te€Os B3JIOMANH U,
BO3MOYKHO, OT TBOETO UMEHU OYJIET PacChUIAThCA CIaM U CCHUIKM Ha (DUIIMHTOBBIC
CaWThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOMIBHBIN Tene(oH;

6. OTKII0UM COXpaHEHue Maposis B Opaysepe;

7. He otkpeiBail ¢aitibl U Apyrue BIOKEHHS B MUChMax, Jake €CIH OHU
MPUILTA OT TBOUX Apy3eu. Jlydiie yTodHu y HUX, OTIPABISUIA JIU OHU TeOe 3Th
(aitnbl.

[Mudposas penyramnus

[{udposas permyTarust - 3TO HETaTUBHAsI WJIA TMO3UTHBHAS WH(POpMAIus B
cetu o Tebe. Kommpomerupyromas nHpopmanus, pa3MelieHHass B HHTEPHETE,
MOKET CEPbhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU ku3Hu. «L{udposas
pernyTarus» - 3T0 TBOM UMUK, KOTOPBIM hopmupyercs u3 uHbopmaiuu o Tede B
UHTEpHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE IOJIOKEHHE,
0COOEHHOCTH XapakTepa U paccKasbl O OJIM3KHX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKU JIETKOMBICIEHHO OTHOCSTCS K IYyOJIMKAIlMU JIMYHOM
uHpopMaluu B MHTepHETE, HE MOHMMAas BO3MOXKHBIX MOCHeACTBUN. Thl qaxke He
CMOJKEIIIb JIOTaaThCs 0 TOM, 4To (oTorpadusi, pa3MenieHHas 5 JeT Ha3aj, cTajia
NPUYUHON OTKAa3a IPUHATH TeOsI Ha paldoTy.

KommMmenTapuu, pasmenienue 1Boux (ortorpaduii u npyrue I1eHCTBUS MOTYT
HE WCYE3HYTh JaXe IMOCJe TOro, Kak Thl WX YyAaIWIb. Thl HE 3HAEMb, KTO
coxpaHui OJTy wuH(MOpMaIuio, Tomaja JM OHAa B TIOMCKOBBIE CHCTEMBI U



COXpaHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpY)KAroIIHUe JIIOMAH,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTh nHQOpMaLIMIO MHOTO JIET CIYCTS CMOKET
100011 - Kak U3 100pbIX NOOYKACHUM, TaK U C HAMEPEHUEM IPUYUHUTH Bpea. ITO
MOKET OBITh KTO YT'OJIHO.

OCHOBHBIE COBETHI 1O 3aIIUTE LIUPPOBON PEMyTALUU:

1. Tlonymaii, mpex/ie 4eM 4To-TO IMyOJIMKOBaTh U MepeaBaTh y cedsi B Oj1ore
WA B COLMAILHOM CETH;

2. B nHactpoiikax npo¢uis yCTaHOBH OTpaHMYEHHS Ha MPOCMOTP TBOETO
npouiIs ¥ €ro CONEPKUMOT0, ClIeai ero TOJbKO «JUIs Ipy3eiD»;

3. He pa3memnait 1 He yka3biBail nH(pOpMAIKIO, KOTOpask MOXKET KOTO-JI00
OCKOPOJISITH MJIM OOMIKATh.

ABTOpCKOE ITpaBo

CoBpeMEHHbIE IIKOJBHUKM - AKTUBHBIE IOJIb30BaTedd IU(PPOBOTrO
npoctpaHcTBa. OJHAaKO JajeKko HE BCE 3HAIOT, YTO MOJb30BAHHE MHOTHMMU
BO3MOXHOCTSIMM  LM(poBOro  mMupa TpeOyeT  coONIoAeHUs  TpaB  Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH «uHTEINIEKTyanbHasi COOCTBEHHOCTb» OTHOCHUTCS K Pa3IU4YHbIM
TBOPEHUSIM YEJIOBEYECKOIO0 yMa, HAayMHAasi C HOBBIX HM300pPETEHHl W 3HAKOB,
0003HAYaOIIKUX COOCTBEHHOCTh HA MPOAYKTHl U YCIYTW, U 3aKaHUYMBAsi KHUTAMH,
doTorpadusiMu, KHHOPUIBMAMHU U MY3bIKAJIbHBIMUA TPOU3BEICHUSAMH.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEJUIEKTYalbHYIO COOCTBEHHOCTb Ha
IIPOU3BEICHUS HAyKHU, JIUTEPATYPBl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOrO, YTO HHTEUIEKTYyaJIbHBIN/TBOPUYECKUI TpyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIUBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAa, MOJYyYUTh W3BECTHOCTh M Hpu3HaHue. Huxrto 0Oe3
paspemieHuss aBTOpa HE  MOXET  BOCIPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocTpaHsATh, IyOJUYHO JIEMOHCTPUPOBATH, IMPOJABaTh, HMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJIMYHO HCHIOJHSATH, MOKa3bIBATH/UCIIONHATE B dupe wim
pasmemats B MHTEpHETE.

Hcnonb30BaHne «MUPATCKOTO» MPOTPAMMHOTO  OOECIIEUEHUS MOXKET
IPUBECTH K MHOTMM pHCKaM: OT IOTEPU JAaHHBIX K TBOMM AaKKAayHTaM 0
OJIOKUPOBKHU TBOETO YCTPOMCTBA, IJie¢ YCTAHOBJIEHA HejlerajibHas mporpamma. He
CTOMUT TaK)Xe 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHbIE M OECILUIATHBIE MPOrPaMMBbI,
KOTOPBIE MOKHO HAWTH B CETH.

O noprane

CeteBU4OK.p( - TBOH IIaBHBIM COBETYMK B CETU. 3/I€Ch Thl MOXKEIIb Y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BOZHUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHSITH ydacTHE B
KOHKYpCaXx M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM!



